12 riaBHBIX COBETOB MO KHOEep0Oe30MacHOCTH

Bor 12 mpocTeiX COBETOB MO OOECMEYEHUI0 O€30MacHOCTH Balllel JHUYHON
uHdopmaruu. He 3a0ynpTe TNOAENUTHCS OATUMH  COBETaMHM CO  CBOUMH
corpynHukamu. TakuM  00pa3oMm, BBl TaKKe MOXET€ 3alllUTUTh  CBOIO
OpraHu3alHIo.

1. ByabTe 0CTOPOKHBI €O CCHLIIKAMMU.

CchbUIKM B DJIGKTPOHHBIX MMHUCbMaX —3TO PACIpPOCTPAHEHHBIH HHCTPYMEHT,
UCITI0JIb3yEeMbIi XaKepaMu, YTOObl 0OMaHOM 3aCTaBUTH JIIOJIEH OTKA3aThCsl OT CBOEH
3alMIIEHHON HHpOopMalmK. ITO 4acTo ObiBaeT B ¢opMe OaHKOBCKUX BBIMUCOK,
OpOHUPOBaHMS aBUAOUIIETOB, SJIEKTPOHHBIX MHUCEM JIJI BOCCTAHOBIICHUSI MTAPOJISl U

T. 1.

Ecnu mosb3oBaTenlb HAXKMMAET Ha OJHY M3 3THX CCBUIOK, OH IIONAJaeT Ha
MOAJCIIBHBIA CANT, KOTOPBIA OYEHb IOXO0X HA CBOETO peaJbHOro anajora. Caut
MOMPOCUT UX BOMTU B CHCTEMY WJIM BBECTH JIMUHYIO MH(popmaruio. Kak ToJbKO
Xakep MOJYy4YUT 3Ty HHPOPMALMIO, OH MOJYYUT JAOCTYyN K YYETHOW 3alucu
I10JIB30BATEIIS.

Tak 4YTO MOMHHMTE O CCBUIKaX B CBOMX MNHCbMax. ECIM YTO-TO BBIMISIUT
MO/I03PUTEIBHO, HE HAKMMaWTe Ha 3T0. DakTUUeCcKu, caMblii 0€30MMaCHBI BAPUAHT
— IIOCETUTh CaWT IIpOBalJepa HAIPAMYI0, a HE HCIIOJIb30BaTh CCBUIKY IIO
AJIEKTPOHHOM TOYTE.

2. MensiiiTe mapoJin.

X 0TS IpoLIE 3alIOMHUTB OJIMH MapOJIb JUISl BCEX BAIIMX YYETHBIX 3alIMCEM, OH HE
camblii Oe3omacHbIi. Jlydiie Bcero MeHsATh NapoJib i KaKJOTO HCIOJIb3yeMOI0
cailTa W ydYeTHOM 3amucu. TakuM 00pa3oM, €CIu KOMIIAHUS, KOTOPYIO BBI
UCHIOJIb3yeTe, OyAeT B3JIOMaHa, YKpaJCHHbIC yUeTHbIE JaHHbIE HE OyayT paboTaTh
Ha JIpyrux cairax. Eciv BaM MHTEPECHO, KaK Bbl MOTJIM ObI 3alIOMHHUThH BCE ITH
NapoJiv, Bbl HE OAMHOKHU. HO 3TO MOABOAUT HAC K TPETHEMY COBETY.

3. Ucnoab3yiiTe qucneTyep nmapoJie.

MeHnemxep nmapojed — 3TO Hporpamma WM IporpaMma, KOTopasi XpaHUT BCe
Ballld MAapojid B OJHOM MecTe. Y Bac €CTh OJHUH MapOJib «MAacTep-KIou» s
pa30JIOKUPOBKM J0cTyna K 3TUM mapoiisiM. C MEHeIKepoM MapoJied BaM He
NpUAETCS OECIIOKOUTHCS O 3alIOMUHAHUM KaXKJI0r0 M3 BAaIIMX Maposie. ITO Takxke
n30aBUT Bac OT HEOOXOJMMOCTH 3alUChIBaTh MapoJid (Y€ro HUKOIAa HE CIEAyeT
Jienath!)

LastPass, KeePass, Dashlane, 1Password wu Roboform - xopormiue
nporpaMMbl. MHOTHE Mpe/yiaraioT OecrjiaTHbIe BEPCHH, & HEKOTOPbIE COBEPLICHHO
oecrathbl. M, ecinu Bbl ucnoas3yere Dropbox, OneDrive, Google Drive unu Tomy
no/100HO€E, BBl MOXKETE COXPAHUTh 0a3y maposieil Ha CBOeM 00JIaYHOM JHUCKE, U OHa
OyAeT nqocTymHa rie yrogaHo.

4. HactpoiiTte MHOTOQAKTOPHYI0 AYyTEeHTU(PUKAIHUIO.


https://www.executech.com/insight/how-safe-is-my-passoword/

be3 Hactpoiiku muorodakropHoit  ayrentudukanuu (MFA)  nmonb3oBarens
MOKET TMOJYYUTh JOCTYIl K CBOEW YYETHOW 3alKCH, HMCHOJb3ysS TOJIBKO WM
nosib3oBaTesst U napoib. Ho MFA poGaBinsier eme oAvH YpOBEHb 3amiuThl. J{iis
MIPOBEPKH JIMYHOCTH TOJIb30BATEIIS IPU BXOJI€ B CUCTEMY TpedyeTcs 00siee 0JHOro
METOo/1a ayTeHTU(UKAIUY.

Onun u3 npumepoB MFA —3T0 korjga mosib3oBaTeldb BXOAUT Ha BeO-caliT u
JIOJDKEH BBECTH JIOMOJHUTEIBHBIA OJHOPA30BbIA Mapojib. DTOT OJHOPA30BBIi
naposib OOBIYHO OTIPABIAETCA Ha aapec DJIEKTPOHHON MOYTHl WU Ha TenedoH
nosb3oBatens. Hactpoitka MFA co3maer MHOTOypOBHEBYIO 3aILUTY, 3aTPyAHSA
HECaHKIIMOHUPOBAHHBIN TOCTYII K Balliel nHPOpMaIuu.

5. He ucnoab3yire nederoBnie kaptbl B UHTEpHETE.

Eme oamH BaxHBIA COBET MO KHUOEpOE30MaCHOCTH KacaeTcs OHJIANH-
mwiatexen. [Ipu  coBepiieHUM OHJIAMH-TUTATEXKEHW W30eraTe WCIMOIb30BaAHUS
ne0eToBbIX KapT. Mnu 4To-HUOY b, UTO HANPSIMYIO CBSI3AHO C BalllUM OAHKOBCKUM
CYETOM.

Bmecto aTOro  ucmosb3yiiTe — mapameTphl,  KOTOpPhIE  00ECIEYMBAIOT
JOTIOJTHUTENbHBIA YPOBEHb 3aIIUThl MEXIY XaKepaMyd M BallUMU OaHKOBCKHMMU
cuetaMu. OTO MOXKET OBITh KpEIUTHAs KapTa CO CTPaXxOBKOM WM KakoW-TnOO
croco0 orIaTel OHMIANH, Hanpumep PayPal.

6. He coxpansiiite uHGopMannio o miarTexe.

MHuorue BeO-caiiThl O3BOJISIIOT COXPAHITh MH(POpPMAIUIO O KPEIUTHOM Kaprte,
yToOBl  cHenaTh  Oyaymiye TOKynKd  ObicTpee u  mpomie. He  penait
sToro. Hapyuienus ciyyarorcst noctossHHO. KpacTe Heuero, ecinu Bamia KpeauTHas
KapTa HE COXpaHEHa Ha caiTe. DTO MOXKET TMOoKa3aThbCs MPOOJIEMOM, HO MbI
o0elliaem, 4TO 3TO HE TaK IJI0XO0, KaK Kpaka BaIieil nH(opMaium.

7. lep:Kute CBOM CHCTEMbI B AKTYaJIbHOM COCTOSIHMH.

Baiie mporpammHoe obecrnieueHue, onepalMoHHas cucTeMa M Opays3ep Bcerja
JOJKHBI OBITh B aKTYaJIbHOM COCTOsIHMU. Eciii B Bamieli KOMIaHUU MCHOJb3YyEeTCs
OpaHaMay’p, MpPOrpaMMHOE OOECleYeHHe W MpOoIIMBKAa OpaHIMayl’pa TaKkKe
JOJKHBI ObITH OOHOBJIEHBL. YeM cTapiie cuctema, TeM OoJibllie BPEMEHHU y XaKepOB
JUIsL TIoOMCKa ysi3BUMoOcCTeWd. OOHOBISII CBOM CUCTEMBI, BBl MPEAOTBPATUTE
MCITI0JIb30BAaHUE BPEAOHOCHBIMH MPOrPaMMaMH WIIM XaKepaMU 3TUX CIa0bIX MECT B
cucTeMe 0e30MacHOCTH.

Urak, B crnegyrommii pa3, KOrJa Bbl YBUIAWTE BCIUIBIBAIOIIEE OKHO C
OOHOBJICHHEM CHCTEMbI, HE UTHOPUPYUTE €r0!

8. U30eraijiTe HeM3BeCTHBIX CAliTOB.

B Ham Bek conManbHBIX CETEW JIETKO MOJEIUThCS cChUikod B MHTepHEeTEe. Ho
OyIbTe OCTOPOXKHBI TIPU TOCEIICHUH HOBBIX CaliTOB. BO3MOXHO, Ha 3THX cailTax
MPOBOJATCS «aTaKW HA CKAYMBAHUEY» , KOTOPBIE MOT'YT YIPOXKATh BALLIUM JaHHBIM.

IIpn aTake ¢ HMCIOJB30BAHMEM 3aKAYKHA YEPE3 JHUCK MOJIB30BATEINI0 JTaXEe HE
HY)KHO H&XMMaTh Ha YTO-JIM00, YTOOBI KOMIBIOTEP MOT 3apa3uThes. JloctaTtouHo



https://searchsecurity.techtarget.com/definition/multifactor-authentication-MFA
https://www.trendmicro.com/vinfo/us/security/definition/drive-by-download

IPOCTO TOCETUTH CaWT, YTOOBI MEepeaaTh BPEAOHOCHBINM Kox. MTak, mydrine Bcero
HOPUJIEPKUBATBCA XOPOILIO 3apEKOMEHAOBABIIMX ce0s CalTOB, KOTOPBIM BbI
nosepsiere. XOTs 3TH CAUTHI TOKE MOXKHO B3JIOMATh, 3TO MAJIOBEPOSITHO.

9. ByabTe 0CTOPOKHBI B COUAJIBHBIX CETAX.

CoumasibHble CETH — OTJIMYHBIA CIIOCOO MOJEPKUBATH CBSA3b C APY3bIMH H
ceMbeil. Ho momuuTe, yeM BBl genutech B MHTepHerte. [IpecTymHUKM U Xakepbl
MOT'YT Y3HaTh MHOTO MH(OpMAIMU O Bac, HAOIIOJas 3a BaIlMM OOIIEIOCTYITHBIM
npodunaeM. 1 TouHO Tak e, Kak Bbl HE CTAJIM OBl IEIUTHCS BCEM CBOCH JIMUHOU
nH(popMaImel ¢ He3HaKOMIIEM, BBl HE JOJDKHBI JEIUTHCS €10 B IHTepHeTe.

10. YcraHoBMTE aHTUBHPYCHOE MPOrPaAMMHOe o0ecreveHue.

Bupycel, mmuonckoe I10, Bpegonocuoe I[10, ummHroBble aTaku U MHOTOE
apyroe. ECTb Tak MHOro crnoco0OOB, KOTOPbIMH Ballld JIaHHbIE MOTYT OBITh
CKOMITPOMETHPOBAHbI. Y CTAHOBKA AHTUBHUPYCHOTO MPOrPAMMHOIO OOECIEUYECHUS
Ha Ballleé YCTPOMCTBO MOMOXKET OOpPOTbCS C 3TUMU arakamu. Y 0eIuTech, 4TO
IPOrpaMMHOE OOECIEYEeHUE AaKTHUBHO M B AKTYaJlbHOM COCTOSIHUM, U YTO OHO
JOJKHO MPEJOTBPAILATE YTPO3bl HU(PPOBOM OE30MaCHOCTH €Ile A0 TOTO, KaK OHU
BO3HHUKHYT.

11. N30eraiiTe HEHYKHbBIX 3arPY30K.

3arpy3kl — 3TO OCHOBHAsl TaKTUKA, KOTOPYIO HCIIOIB3YIOT XaKepbl IS
NOJIy4YeHHUsl JocTyna K Bamiedl cetu. YToObl 3alUTUTh Balll KOMIBIOTEP U Balld
JaHHbIE, OTpaHMYbTE KOJMYECTBO ckauuBaHui. Cnegyer wu3beratb 0000
HEHY)KHOTO MPOrpaMMHOr0 oOecledeHus WM pacluupeHuil Opaysepa. A B
OpraHM3ally COTPYAHHMKAM TpeOyeTcsl aBTOpU3alus Mepes 3arpy3Koil 4ero-immoo
u3 MHurepHera.

Ecim BBl cuuraere, uro 3arpy3ka 0Oe3omacHa, Bcerma BblOMpaiTe
WHIWBUIYAIbHYI0O YCTaHOBKY MW BHHUMATEIbHO cMmoTpuTe. Eciim  kakue-mioo
HAJICTPONKH WJIM PACIIMPEHUS MOSBIITIOTCS BO BPEMS aBTOMAaTHIECKON YCTAHOBKH,
OTKJIOHUTE UX.

12. ByabTe Ype3sMepHO NMOA03PHUTEIbHBI.

Xots MHOTHE BELIU B HNuTepuere 0e30IacHBbI, Jyque
nepectpaxoBaTbes. BynbTe B Kypce JIHOOBIX CCBUIOK, KOTOPBI€ Bbl Ha)KMMaeTe,
IPOrpaMMHOr0 OOECHeUeHHMs, KOTOPOE BBl 3arpykaere, U CalTOB, KOTOPHIE BbI
nocemaere. HemHOro 340poBoOil mapaHOWHU MO OTHOIIEHUIO K AJIEKTPOHHOM MOYTe,
COIIMAJTILHBIM CeTAM M MHTEepHETYy MOKET MOMOYb BaM YJIOBUTh BEIlA, KOTOPBIE B
IIPOTUBHOM CITy4ae yCKOJIb3HYJIN OBl OT Bac.

IToapo6Hee: https://www.securitylab.ru/blog/personal/bezmaly/350620.php



https://www.executech.com/insight/top-15-types-of-cybersecurity-attacks-how-to-prevent-them/
https://www.securitylab.ru/blog/personal/bezmaly/350620.php?ref=123

